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Composite Ratings 

Composite ratings are based on a careful evaluation of an institution’s audit, management, development 

& acquisition, and support & delivery components.  The evaluation of each of these components, their 

interrelationships, and relative importance is the basis for the composite rating.  The composite ratings 

are defined as follows: 

 

Composite - 1 

Financial institutions and service providers rated composite 1 exhibit strong performance in every 

respect and generally have components rated 1 or 2. Weaknesses in IT are minor in nature and are 

easily corrected during the normal course of business. Risk management processes provide a 

comprehensive program to identify and monitor risk relative to the size, complexity, and risk profile of 

the entity. Strategic plans are well defined and fully integrated throughout the organization. This allows 

management to quickly adapt to changing market, business, and technology needs of the entity. 

Management identifies weaknesses promptly and takes appropriate corrective action to resolve audit 

and regulatory concerns. The financial condition of the service provider is strong and overall 

performance shows no cause for supervisory concern. 

 

Composite - 2 

Financial institutions and service providers rated composite 2 exhibit safe and sound performance but 

may demonstrate modest weaknesses in operating performance, monitoring, management processes, 

or system development. Generally, senior management corrects weaknesses in the normal course of 

business. Risk management processes adequately identify and monitor risk relative to the size, 

complexity, and risk profile of the entity. Strategic plans are defined but may require clarification, better 

coordination, or improved communication throughout the organization. As a result, management 

anticipates, but responds less quickly, to changes in market, business, and technological needs of the 

entity. Management normally identifies weaknesses and takes appropriate corrective action. However, 

greater reliance is placed on audit and regulatory intervention to identify and resolve concerns. The 

financial condition of the service provider is acceptable and while internal control weaknesses may exist, 

there are no significant supervisory concerns. As a result, supervisory action is informal and limited. 

 

Composite - 3 

Financial institutions and service providers rated composite 3 exhibits some degree of supervisory 

concern due to a combination of weaknesses that may range from moderate to severe. If weaknesses 

persist, further deterioration in the condition and performance of the institution or service provider is 

likely. Risk management processes may not effectively identify risks and may not be appropriate for the 



size, complexity, or risk profile of the entity. Strategic plans are vaguely defined and may not provide 

adequate direction for IT initiatives. As a result, management often has difficulty responding to changes 

in business, market, and technological needs of the entity. Self-assessment practices are weak and are 

generally reactive to audit and regulatory exceptions. Repeat concerns may exist indicating that 

management may lack the ability or willingness to resolve concerns. The financial condition of the 

service provider may be weak and/or negative trends may be evident. While financial or operational 

failure is unlikely, increased supervision is necessary. Formal or informal supervisory action may be 

necessary to secure corrective action. 

 

Composite - 4 

Financial institutions and service providers rated composite 4 operate in an unsafe and unsound 

environment that may impair the future viability of the entity. Operating weaknesses are indicative of 

serious managerial deficiencies. Risk management processes inadequately identify and monitor risk, and 

practices are not appropriate given the size, complexity, and risk profile of the entity. Strategic plans are 

poorly defined and not coordinated or communicated throughout the organization. As a result, 

management and the board are not committed to, or may be incapable of ensuring, that technological 

needs are met. Management does not perform self-assessments and demonstrates an inability or 

unwillingness to correct audit and regulatory concerns. The financial condition of the service provider is 

severely impaired or deteriorating. Failure of the financial institution or service provider may be likely 

unless IT problems are remedied. Close supervisory attention is necessary and, in most cases, formal 

enforcement action is warranted. 

 

Composite - 5 

Financial institutions and service providers rated composite 5 exhibit critically deficient operating 

performances and are in need of immediate remedial action. Operational problems and serious 

weaknesses may exist throughout the organization. Risk management processes are severely deficient 

and provide management little or no perception of risk relative to the size, complexity, and risk profile 

of the entity. Strategic plans do not exist or are ineffective, and management and the board provide 

little or no direction for IT initiatives. As a result, management is unaware of, or inattentive to, 

technological needs of the entity. Management is unwilling or incapable of correcting audit and 

regulatory concerns. The financial condition of the service provider is poor and failure is highly probable 

due to poor operating performance or financial instability. Ongoing supervisory attention is necessary. 
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